Crypto Foundations

By Chad Parry <chad.parry@overstock.com>

Overstock.com Tech Day 9/2012



ime

ty Over Ti

Secur




Caesar Cipher

A[B[C|D[E|F

A|B|C|D[E[F



Substitution Cipher

‘O

>
N
Q

M-

H

A
D




Frequency Analysis

0.14 -
0.12

0.1

0.08

0.06

0.04

0.02

abcdefghijklmnopgrstuvwxyz

Overstock.com Tech Day 9/2012



her

igenere cip

V

NIN<oOQWL OI ——-¥ 105200 0x0nkD>2 X >
>I>N<oOUOAQAWLOI——-¥ 15200 0x0nkF>D>2 X
XIX>N<<oOAQWLOI——-¥15Z0a0xcwnkF>D>>=
SISX>N<oOOAWLOI ——-¥ 15200 0xW0nk>D>
SI>>SX>N<<oOAQAQWLOI——-¥ 155200 0xwnikD>D
DID>TX>NCooLOUAWLOI ——-¥ 15200 0x W0k
FIFD>2X>N<<oOQWLOI——-¥15SZ20a0cxw0n
NNEFD>SX>N<COVUAWLOI ——-¥ 152000«
Clx MFD>TX>NC<OoOQWLOI ——-¥ 1352000
OIOxWVEFD>TX>NC<OOQAQWLOI ——-¥YJ3SZ20a
Ao O VEFD>IX>NCOOOAWLOI ——-¥Y 1520
o0 0O WVFID>X>NCOOUOAWLOI ——-Y¥Y a5 2
ZIZ00a0x0VNEFD>SX>N<<o0OQWLOI ——-¥ J3
SI=SEZ00a0x0VNEFEFD>IX>NCOo0OQWL O — ¥
A1 =SZ000xW0nEFD>X>NCoOQAWLWL O — ¥
¥Y 15SZ000x0nkFED>X>N<<Co0QWww O ——
Y 1S Z00a0x0VNEFEFD>2X>NLCoOUQAQWW OI—
— |- Y 10=ZSZ00a0x0nNEFEFD>X>NCoOQWW OI
IIT——-¥J13Z00a0x0nNkFD>2X>N<<oo0oouwuw QO
VOI - 15SZ000x0nNEFEFD>TX>N<on0OQWuw
LILOI ——=¥ 15Z00a0x0nNkFEFD>X>N<<onUAQAwWw
WL O ——-N¥ 15 Z00a0x0nkED>2X>N<<mnouAn
A QOWL O ——-¥ 15 Z00a0x0kFEFD>2TX>NC<mO
VVOAOWL YOI - JI3SZ00a0xnNEFD>TX>NCm
DU AWL O ——-¥ 15200 0x0nkD>2X>NJ
< M VA WLOI ——-¥ 15Z000xw0nkFD>2X>N
<OVUAWWLOI—-——-¥15SZ00a0x0nkED>=2X>N

ATTAC KATDA WN
LEMON LEMON LE
LXFOP VEFRN HR

Plaintext:

Key:

Ciphertext



Kasiski Examination

Plaintext: CRYPT OISSH ORTFO RCRYP TOGRA PHY
Key: ARCDA BCDAB CDARC DARCD ABCDA BCD
Ciphertext: CSAST PKVSI QUTGQ UCSAS TPIUA QJB
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Kerckhoffs's Principle

“The enemy knows the system.”
— Claude Shannon

The only secrets should be the keys.

Overstock.com Tech Day 9/2012






Steganography

Image by John V Willshire
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Time [secs] 0.44

Decodes 1 Clear Fields

Cipher Text

dpaovba uhapvuhspaf ylspnpvbz iphz huk fvb jhes bz jyptpuhsz fvb
ibpsk ivtiz dhnl dhyz thykly jolha huk spl av bz

huk ayf av thrl bz ilzplel paz mvy vy wdu

vk fla diyl aol jyptpuhsz flz p ht b jyptpuhs

tf jyptl pz acha wm jbypvzpaf tf jyptl pz acha

wm gbknpun whewsl if doha aolf zhf huk aopur wva

doha aolf svvr sprl tf jyptl pz acha vm vbazthyapun

fwh zvtlaopun acha fvb dpss ulcly mvynpel t mvy

i #

Plati Text SetTime Limit [ |

build bambs wage wars murder cheat and lie to us
and try to make us believe its for our own

good yet were the criminals yes i am a criminal
my crime is that of curiosity my crime is that

of judging people by what they say and think not
what they look like my crime is that of outsmarting
vou something that you will never forgive me for

K =




Modern Cryptography







One-Time Pad Instructions

Generate random numbers for key, perfectly
safely.

Exchange key with recipient, perfectly safely.
Encrypt plaintext by addition with key.
Dispose of key, perfectly safely.
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Asymmetric Keys
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Public-Key Encryption

plaintext ciphertext

private
key
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Public-Key Signing
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private
key

message signature
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Shopping Authentication

© i

Media Permissions

General
Website Identity
Website: www.overstock.com
Owner: Overstock.com, Inc.

Verified by:  VeriSign, Inc.
| View Certificate |

Privacy & History
Have | visited this website prior to
today? Yes, 185 times
Yes | View Cookies |

Is this website storing information
(cookies) on my computer?
Have | saved any passwords for this
website?
Technical Details
Connection Encrypted: High-grade Encryption (3DES-EDE-CBC, 168 bit keys)
The page you are viewing was encrypted before being transmitted over the

No | View Saved Passwords |

Internet.
Encryption makes it very difficult For unauthorized people to view information
traveling between computers. It is therefore very unlikely that anyone read this

page as it traveled across the network.
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RSA Key Example

Choose random primes: p = 137, q = 131

Calculate n = pg = 17947

Choose small e = 3

Solve ford: demod lcm(p—1,g—-1) =1
.. 3d mod 8840 =1
Sod = 2947

Public key: { N=17947, e=3 }

Private key: { n=17947, d=2947 }
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RSA Encryption Example

Public key: { n=17947, e=3 }
Private key: { n=17947, d=2947 }
Message: 1 = = =

Encrypt: ¢ = me mod n
= 3 mod 17947
Decrypt: 1 = cd mod n

2947 mod 17947
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Public-Key Reliability

Using the key incorrectly voids the warranty.

Don't use the same key pair for both
encryption and signing, unless your system
gives you permission.

The underlying factoring problem may be
solvable.

The TWINKLE device can brute-force keys.
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Shor's Algorithm
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Quantum Indeterminacy

Light wave

A = wave length

A
E = amplitude of

electric field
%@ I M = amplitude of
t 7 t 7 magnetic field

distance —»

0
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Quantum Channels

Polarization 0 1

+ 1 =

X Ve N
Alice's random bit 0 1 1 0 1 0
Alice's random basis + + X + X X
Sent polarization 1 - > 1 N 2
Bob's random basis + X X X + X
Received polarization 1 2 v 2 — 2
Received bit 0 0 1 0 1 0
Shared secret key 0 1 0
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Makarov's Hack




Side Channel Attacks

Cryptographic proofs assume knowledge of
all attack vectors.

Successful attackers will break the rules.
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Acoustic Cryptanalysis
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Suitcase-Full-of-Money Attack

Image by “401(K) 2012" on Flickr
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Rubber-Hose Attack
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Moral

Schneier's Law: “Any person can invent a
security system so clever that she or he can't

think of how to break it.”

Never invent your own cryptography.
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